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phyKNOX® Embedded Security in an unsecure world

Agenda
« Introduction
- Regulations

- Linux BSP Startegies

PhyLINE BSP's
- Phytec’s SECURIphy-Distro

- Whatelse ?

SLCM - Software Lifecycle Management
CVE - Common Security Vulnerabilities and Exposures Analysis
Update and Device Management

Provisoning

phyKNOX-Security Offerings
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Embedded Security L_QJ

We are specialized in: What are the benefits?

Consulting, Workshops, Legal aspect v" Know-how protection
(application, algorithms, hardware circuitry, licenses)
BSP features in our standard BSP and customized solutions

v Legal compliance
- Secure initialization (provisioning) — security for your product
in a trusted environment v Protection against misuse of your devices (e.g. in the cloud)

Software Lifecycle Management v Device Networking

v Secure data acquisition and transmission

4 )
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phyKNOX® Embedded Security in an unsecure world

Agenda

Regulations

Linux BSP Startegies
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EU Cybersecurity Act (EU) 2019/881 active since 27.06.2019

Goal:

» Increas resilience to cyber attacks of digital devices and online services

« EU-wide uniform cyber security certifications for online services and digital
devices

Scope:
« Voluntarily
« Required in certain areas defined as Critical Infrastructure
« Medicine
« Government
« Energy
« Internet and Telecommunication Infrastructures
« Finance and Insurance
« Transport and Trafic
« Media and Culture
« Water and Food

« Standards guide certification for companies, products and services e.g. [EC
62443 (industry standard)

© 2022 PHYTEC Messtechnik GmbH | phytec.de


https://eur-lex.europa.eu/legal-content/DE/TXT/?uri=CELEX:32019R0881
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EU Cybersecurity Act (EU) 2019/881 active since 27.06.2019

Classifications:

Low
* Review of technical documentation
« Self-assessment and self-declaration based on the principle of CE certifications

middle
« Test for known security vulnerabilities
» Ensure required safety functions work correctly

high = medium +
» State-of-the-art security features required
» Proof of resilience against competent attackers using penetration tests
« Accredited certification (bodies accredited by the
Federal Office for Security in Information Technology (TUv Sid / Nord)

© 2022 PHYTEC Messtechnik GmbH | phytec.de
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We embed your ideas.

EU Cyber Resilience Act (CRA)

currently in development ( latest Release 15.09.2022 )

Goal:
« Security-by-design as a standard How the Cyber Resilience Act

- For all software and hardware products will work in practice —
* Inconsumers and in the B2B area

« That can be connected to each other or to the Internet

» Produced in or Imported in to the EU Default
category

Self-assessment

Application of a standard
or third-party assessment

Third-party assessment

Required Actions:
« Manufacturer guarantee: that products do not contain any known vulnerabilities Criteria:

« Functionality (e.g. critical software)
« Intended use (e.g. industrial control/NIS2)
« Other criteria (e.g. extent of impact)

Criteria:
« Provision of security updates for at least 5 years ("update obligation") nla
« IT security assessments for every phase of production

« Security-by-Default: Secure basic setting of the product

Critical products

Examples Examples (Annex IlI) Examples (Annex IlI)

Logging security-critical events in the device

Reporting and information on security vulnerabilities and incidents
Maintenance of “Software Bill of Materials” (SBOM)

Continuous patch management

Confirmation by the manufacturer with CE like marking on the product

© 2022 PHYTEC Messtechnik GmbH | phytec.de

Photo editing
Word processing
Smart speakers
Hard drives
Games

etc.

Password managers
Network interfaces
Firewalls
Microcontrollers

etc.
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EU Cyber Resilience Act (CRA)

currently in development ( latest Release 15.09.2022 )

- *
. * 3
- - R
* ok
European
Commission

Timeline: How the Cyber Resilience Act"
« Trilogue negotiations starting mid-2023 will work in practice 4ot
« Approval by parliament at the end of 2023 / beginning of 2024
+ 12 months after enactment.
 Reporting obligation for actively exploited vulnerabilities and security Default
incidents category
« 24 months after enactment: ...
. Entire regu|a‘tion goes into effeCt Self-assessment orptphird—party assessment | Third-party assessment

Criteria:
« Functionality (e.g. critical software)
« Intended use (e.g. industrial control/NIS2)
« Other criteria (e.g. extent of impact)

Criteria:
n/a

Critical products

Examples Examples (Annex IlI) Examples (Annex IlI)

© 2022 PHYTEC Messtechnik GmbH | phytec.de
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phyKNOX® Embedded Security in an unsecure world

Agenda

Linux BSP Startegies

PhyLINE BSP’s
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Linux BSP Startegie

How to ensure for the OS to be secure ?

*Regular updates are needed as well, to ensure security holes are being
fixed as they appear.

*Example:

“The Mirai botnet attack that enslaved poorly secured connected
embedded devices is yet another tangible example of the importance of
implementing security before bringing your embedded devices online. (A
more recent strain of Mirai caused network outages to about a million
Deutsche Telekom customers due to poorly secured routers). A secure and
robust deployment approach for software updates to your connected
device fleet is clearly one of a myriad security considerations that have to
be taken into account before you go into production.”

*Fixes need to be quick, since once a hole is found everyone can take
advantage of it.

05.06.2023
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Linux BSP Startegie

Why Mainline helps keep a Linux system secure

*Why Mainline Helps ?
— Generally Speaking: Sticking with up to date Kernels reduces the overall risk
— Security holes are being fixed quickly

*Tools are being developed to improve Linux Security

— Kernel Self Protection Project (KSPP)
Adding multiple Security Layers to Kernel e.g. address memory corruption risks
—SELinux/AppArmor/Landlock
Access control policies for running processes
—Netfilter
Firewall
—-TCG
APl support for security hardware
—Umbrella
Restrictions of resources and access to network interfaces
Restrictions on process creation and signaling

05.06.2023
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Linux BSP Startegie

How to be Quick about fixing an imminent risks

*Stay close to Mainline
—If your BSP is close to Mainline, chances are high that fixes are available
quickly
—There is no need to port fixes into you proprietary version of Linux

*Stay in Sync with the “Mainline Filesystem”
—Having a recent Kernel will enable most recent Linux File system Components
and App’s as well

* Stay up to date with your Kernel versions
—The smaller the jump is to the next Kernel Version containing a fix the less
time and effort you will spend moving to that new Kernel Version when you
need it

*Use an LTS Kernel

—Ensure that You base your BSP on an LTS Kernel and keep it up to date with
maintenance patches.

05.06.2023
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Linux BSP Startegie

Software Longivity

*Industrial Customers require longterm support of their Product
—15 Year Lifetime is a usaual requirement @
0

g
* How about Software Longevity ?

—We think bringing our products to mainline and providing regular BSP
releases

with most recent Kernels is most convincing answer to SW Longevity

*Our strategy therefore is:

Stay as close as possible to Mainline.

i

05.06.2023
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Linux BSP Startegie L_J

How we stay close to Mainline

« Using Mainline as well as manufacturer BSPs as the base for our Board Support Packages. We always select the
option that our customers will benefit the most from.

Features /\

Full Feature
Support

‘ I
Product Start Long Term ¥
Support Time

05.06.2023 [ Seite 14
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phyLINE-BSP’s
Release strategies of phytec Standard BSP's

We have identified two types of customer requirements, when it comes to keeping a
Linux system up to date. These are usual dependent on the current product lifecycle
status.

+ Evaluation- to growth phase
* Most recent OS version for newest features and innovative products.
* Innovative pressure sometimes leads to functionality's taken from the latest
Linux Master branch for backports to productive LTS versions.
*  Therefore:
*  Most recent Kernel and Yocto versions are needed.
* Typically LTS versions, sometimes Master.

*+ From growth- to decline phase
+  System maintenance is most the important task.
»  Security fixes have highest priority
*  While keeping Software maintenance costs as low as possible.
*  Therefore:
* Long time maintained LTS Kernel and Yocto with security patches are
preferred.
* Major Updates to new Kernel and Yocto versions should be kept at a
minimum.

b
PROFITS

+ TIME

PRODUCT INTRODUCTION
DEVELOPMENT

PRODUCT LIFE CYCLE

GROWTH

MATURITY

05.06.2023
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@
phyLINE-BSP’s u

Release strategies — Typical Release Roadmap examples

Products for customer evaluation to growth phase Products for customer growth to decline phase
* 1release every Year * 1release every 2 Year’s
* Yearly alternation between Yocto LTS and Yocto non * Only Yocto LTS

LTS * Always newest available LTS Kernel

« Always newest available LTS Kernel

phyLINE-BSP's Roadmap

cermel sAUS

s Dunfall LTS Yocto Mext
i
Yocto Zeus Gatesgarth Yocto Next
g
Hardknott Yocto Next LTS
PD19.2.0 {4.14 Warrior) PD21.2.0 (5.10 Hardknott) PD22.2.0 {5x Next)
Phytec Release PD21.1.0 (5.4 Dunfell)
PD22.1.0 (5x LTS-Next )
2020-1 2020-53 2021-52 2023-1 '

Date

05.06.2023 Seite 16
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phyKNOX® Embedded Security in an unsecure world

Agenda

Phytec’s SECURIphy-Distro
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SECURIphy-Distro

Phytec's Secure Linux Distribution

- pre-adapted hardware specific Board Support Packages
(phyBSPs) for our SOMs and SBCs save time and costs

- Concentrate on your application development and leave the
BSP maintenance to us

- For final configuration prepared security features:

Public Key Infrastructure
Secure Boot

Secure Storage

Network and Intrusion
Protection

Access privileges
Hardening

© 2022 PHYTEC Messtechnik GmbH | phytec.de

Middleware
Security Features

Operating System

Board Support & Drivers

Hardware

SECURIphy-Distro

05.06.2023
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phyKNOX® Embedded Security in an unsecure world

Agenda

What else ?
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Maintained Security

»OK, so your system is secure NOW.
But will it be secure TOMORROW?"

To ensure long-term security and to fix
upcoming vulnerabilities you also need:

* Maintained BSP

* CVE Monitoring

» Possibility to upload Updates
* Provisioning

© 2022 PHYTEC Messtechnik GmbH | phytec.de

®9
i

Consulting / Support

Py

Common Vulnerabilities phyKNOX-Distro
and Exposures

(CVE) Handling

A
Software Lifecycle Device initialization
Management

Or

Secure management
and update your loT devices

05.06.2023
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£

Continuous Integration & Continuous Delivery

;A

Automate your software development workflows and deploy better
quality code, more often. Using a continuous and iterative process
to build, test, and deploy helps avoid bugs and code failures.

Find & Fix Bugs
Add New Features
Fix Voulnourabilitys

© 2022 PHYTEC Messtechnik GmbH | phytec.de 05.06.2023 | Seite 21
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phyKNOX® Embedded Security in an unsecure world

Agenda

What else ?

SLCM - Software Lifecycle Management

© 2022 PHYTEC Messtechnik GmbH | phytec.de 05.06.2023 | Seite 22
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Software Lifecycle Management (SLCM)
Your Customer Specific phyLINE BSP

What is it?
It is a phyLINE BSP exactly for your hardware.

It offers continuous updates (Nightly Builds)

Benefits:

v

v

v

Long-term maintenance of customer-specific BSPs

Numerous tests of the latest patches and updates on customer hardware
A software update that can be rolled out is always at hand

Defined and tested functional scope of customer BSPs

In accordance with PHYTEC's general standard product BSP development
Supported by PHYTEC's Update and Device Management infrastructure

Ongoing traceability of the changes made during maintenance

© 2022 PHYTEC Messtechnik GmbH | phytec.de

What does it cost?

One customer hardware — 18000 € per year

Each additional customer application with the
same processor platform — 9000 € per year

Setup costs (one time) — 4000 € per hardware

05.06.2023
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=

Always on top, with our
Software Lifecycle Management

Long-term maintenance of customer-specific BSPs

Newest Linux features

Reduce workload

Stable system

Latest security patches 2. Roadmap

schedulin
1. Development Hing

of your BSP

© 2022 PHYTEC Messtechnik GmbH | phytec.de

3. Update
Integration

Q)

5. BSP Roll-Out

4. Verification
and testing

05.06.2023 [
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Software Lifecycle Management (SLCM) u
Your Customer Specific phyLINE BSP

Benefits:
PHYTEC NIGHTY MASTER LINUX / YOCTO MAINLINE LTS MAINLINE PHYTEC NIGHTY LTS RELEASES CUSTOMER RELEASES M . I. b d
7 ainline base
. | Up to Date Releases (Kernel/Yocto)

Latest Master

Build- / Interfaces- Sommls
Middleware-Testing \

Always Maintained LTS (Nightly Builds)
Mainline Master
Automated Test results (Public)

77777
77777 7
PHYTEC BSP Release : £23°
- SR )—@
estin

Nighty 5.4.38

Commit

© 2022 PHYTEC Messtechnik GmbH | phytec.de 05.06.2023 | Seite 25
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phyLINE-BSP’s with SLCM - Customer Benefits through phyLINE —BSP's

« Take the technological lead
* Use the newest features within our up to date Linux LTS releases

when you start your development.
» Evaluate cutting edge features with our Linux Master releases to

create innovative applications.

« Keep your system secure
* Maintain the Security of your system with our nightly LTS updates.
* Fix vulnerabilities and bugs relevant for your application right when
they arise.

» Make updating your system safe and easy
* Use our publicly available BSP test results to ensure that our releases
. and nightly builds meet the requirements of your application.
v * Use those test results to ensure, that no relevant features are lost,
% when you update your system with our the most recent LTS states.
* Functionality of memory's, internal processor features, hardware
interfaces and selected middleware components are thoroughly
tested.

05.06.2023 [
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Agenda

What else ?

CVE - Common Security Vulnerabilities and Exposures Analysis
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CVE - Common Security Vulnerabilities and Exposures Analysis

What is it?

It is a scan of the Linux OS to know the Common
Security Vulnerabilities and Exposures (CVE).

Benefits:
v Fast reaction to threats
v" More assurance

v Safes you: Time, Money and Headaches

Common Vulnerabilities and Exposures

© 2022 PHYTEC Messtechnik GmbH | phytec.de 05.06.2023
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CVE - Common Security Vulnerabilities

PHYTEC's CVE Service includes:
Regular scan reports of your BSP
Filtered to only affected CVEs
Recommendations for action

Provision of patches

For Bootloader, Kernel and Middleware.

CVE Report and REST-API access

D N N N N N N

with SLCM direct application of available patches

© 2022 PHYTEC Messtechnik GmbH | phytec.de

CVSS Metrics
® Version3.x O Version2 O All

Severity Score Range

None (0.0
Low (0.1-3.9
Medium (4-6.9

Attack Complexity (AC)

Low (L)
High (H

Privileges Required (PR)

[ Any ]
None (N)

Low (L
L Hgh(H) |
User Interaction (UI)

None (N)
Required (R

Scope (S)

Any
Unchanged (U

Changed (C

Confidentiality (C)

Any
None (N

Low (L

Integrity (1)

Any
None (N
Low (L

Any
None (N
Low (L

https://nvd.nist.qgov/vuln/search

05.06.2023 [
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CVE - Common Security Vulnerabilities and Exposures Analysis

CVE-2021-30553

Description

References

https://nvd.nist.oov/vuln/detail/CVE-2021-

30553

Use after free in Network service in Google Chrome prior to 91.0.4472.101 allowed a
remote attacker to potentially exploit heap corruption via a crafted HTML page.

s https://chromereleases.googleblog.com,/2021/06/stable-channel-update-for-

desktop.html

o https://crbug.com/1209769

Assigning CNA

» chrome-cve-admin@google.com
CVE Details (if not displayed, wait till CVE is updated)

Date Record Created
16.06.2021 00:15

baseSeverity HIGH
availabilitylmpact HIGH
userinteraction REQUIRED
privilegesRequired MONE
attackComplexity LOW
integritylmpact HIGH
baseScore 8.8
attackVector METWORK
confidentialitylmpact HIGH

Date Record Modified
17.06.2021 22:25

© 2022 PHYTEC Messtechnik GmbH | phytec.de
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Agenda

What else ?

Update and Device Management

© 2022 PHYTEC Messtechnik GmbH | phytec.de 05.06.2023 | Seite 31
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Update & Device Management —What is Rauc U

Why Update?
e Security

e Bux-Fixes
e New Funktions

05.06.2023 [ Seite 32



@DﬂWEE We embed your ideas.

Update & Device Management —What is Rauc @

Yo

Rauc

e C(Client for updating system software

e Service running on embedded device (PHYTEC SOM)

e Manages the update process on the embedded device

¢ Fail-Safe-Update A/B-Update-Mechanism

e Receives Update-Bundles through (Ethernet, WiFi, USB, SD...)
e |s part of PHYTEC Linux-Distribution

e Developed by Pengutronix

05.06.2023 [




@ﬁWEE We embed your ideas.

©a

Update & Device Management —What is Hawkbit

. @
Hawkbit . hawkBit
. . Deployment Management A

e Server for updating remote devices

# Deployment Filters x Targets Q+ L. Distributions aQw.” Action history for simulated0 «

Simple Filter Name Name Versic Active | Distribution set Date and time Status | For.. | Action{ =

e Running on Server, local PCor as a
Cloud-Service

-] simulated1 C  gemingstarted-example:1.0.0  Jul 18 13:49 MES... [ ] ¥ x ¥ ox

NOTAG simulated12

gettingstarted-example 1.02

w
w

®AM simulated2 gettingstarted-example 1.01

@ APAC simulated13

e Manages and monitors update bundles
for many devices

B & & & &

®EU simulated10

e Shows the status of the update process e
simulated6

o ®
o

hawkBit
/ | o

—
==
o=

simulated14
simulated4
simulated15
simulatedS
simulated?
simulated18

simulateds

@ @ 0 @G O O @ @0 @ 0 C 0@ OCfcHOd @ @ @ @

®© @ @@ @ P @ @ @ @ @ @ @ O OB
B & 5 & & & & & 8 8 & @& = = g

simulated19

Target : simulated0 (#  Distribution set : gettingstarted-example:...[# &

Details Description Attributes > Details Description Modules Te >
Filter by Status

- . - Controller Id : simulatedd Type : OS with appts)
Last poll :Mi Jul 18 13:49:16 MESZ 2018 Required Migration Step : No
. Filter by Overdue Address : http://127.0.0.1

1114

Custom Filter Security token :c11915cda5dedab7d2e

Total Targets : 20
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Update & Device Management — Fail Safe A/B Update

e The system is divided up in 2 independent partitions

e Always the partition that is not used by the running system is updated
e After the update of the partition is completed, the system is rebooted and

boots from updated

partition.

e |n case the boot of the updated partition fails, the system marks the partition
as failed and reboots from the old partition.

e The system is still active and the problem can be resolved remotely.

Before

Bl —

U-boot
Grub x86 (BIOS/UEFI)

Root file-system
Mender client
Linux + DTB

After

mE Upcte

—— W

U-boot

Grub ARM

| Image B
(inactive)

‘ Image A ]
(inactive)

Root file-system
Mender client
Linux + DTB

Grub x86 (BIOS/UEFI)
] Grub ARM

o

05.06.2023
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Update & Device Management — Communication between Client and Serve

e Device connect via TLS-Authentification (Certificates required)

e Server sends Update Images ( Bundles)
e Update Bundles must be signed, Rauc verifies bundles using locally stored keys.

e Rauc sends status information back

Hawkbit Server Device

EJTLS
@

hBWlEBit g)" « Authentification R E_—'()‘
| — |
HII D Update Image R
A p
) Status @ @ @ @

05.06.2023 [
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Update & Device Management — Typical Infrastructure

e Many devices, that run Rauc, are connected to the Hawkbit server
e The user connects via web browser and manages the updates

User Interface Update-Server Device Network

B

05.06.2023
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Update & Device Management — Our Offerings @

e Our preconfigured Update-Server including Quickstart instructions, for produtive use.

e Easy setup of the Update server, either localy or as Clod-Service-Host (e.g. Microsoft
Azure)

¢ Integrated Update-Client in PHYTEC-BSPs (testet!)

e Workshops and personalized consulting for Idividualy designed sevice management
Infrastructure

e Provisioning of keys and certificates for devices delivered by Phytec

05.06.2023 [
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Connagtive loT Device Suite — Features

loT Device Manager

BHT-0000-00-0000050 - Details

Chvendiew Health and Filesystem Software Update Remote ACCess

General Information

'il'e"f.elli': P Last Seen
BHT-0000-00-0000050 2020-07-02 12:52:46

System Usage

!,’ .F,’ J',’
R S o 2 S o 2
= = - - = =
FAaM RootFs [SOM] AppFs (50M)
Firmware
4 Current Firmuare: E Last Frrmweare Update:
2202013 2020-06-12T0846:152

@ Hawkbit Server (reported by devicel
nawkbit.prod.esecaws.esec-esperts.com

Connectivity

B SIPA-10: — WPM-IF
H9GE3030000049012112 1001181892
Ownership and Administration

& Cowner: 22 Reseller:

osh oshy

Integrations

B W hereversIng B TearmViewerdoT

" Conhgured: esex

~* Configured: I0- 2024744530

Management

& Health Skatus
Shadow # 7792

ff!

= i

= 2% -

fp——, -
ConfFs (S0OM)

W RALUC Compeatible:
bhtboard-smartcand

W User Remarks:
Testing Device For ESEC

¥ Femotefico=ss

TeamViewer

WWherewerSIkg

£ 0SB 1T Chenk:
ESEC_BHT_\VD1.01.002

f,’ J',’
- % L i
= ~gE = = 5 =
Data (SD-Card) Log (5D-Card)
I RALC Slot

Slol O (fallback] § Slol 1 iactive)

szh root@remote.aws.esec-experts.com: PORT

= Adirmin:

coig

B ECU-Manufactur=r:
bht

©a

Features

;he E!:thedded A Competence
SEUID Center of
Expert ’
ailaY ost
]

Scalable fleet management capability's

o From 1 device to 100 thousands

° Mass batch operations to logical device groups

o Mass device statistic capability's

Software Updates (over the air)
o Operating System and / or Application
° A/ B fault safe update fallback system

J Rollout Server and signing service
Remote & File Access and Debugging
o SSH, VPN tunnel, TeamViewer Remote access
° One time access maintenance password mechanisms
o Health monitoring and event notification
Onboarding of forign systems
o Share data with or integrate external Services (e.g. Cloud Services,
ERP’s....)
o OSB DM Suite acts as central point of trust to introduce devices to

external services

Pre-provisoned Key‘s on Phytec Hardware
. Fully integrated into Phytec’s Linux phyLINE distribution

. Hardware can be delivered with customer specific pre-provisioning

Hosted by OSB on worldwide available AWS Cloud network

05.06.2023
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Comparison — DIY vs. All-in-one & :

Provided by Features DIY RAUC & Hawkbit loT Device Suite Optional Features
Update Client Default
wWE@ Update Server Default

Automatic Onboarding Q

Secure Connection Default

PHNNEE «osb

- Identity Sharing with Foreign Services Q
Update of partitions or single files Default
Device Health and Status Information
Signed Update Images

osb SIM Card Management wherever (311

connagtive X
Remote Maintenance Access

Device Grouping

Worldwide Hosting

Scheduled Roll Outs

Edge Data Visualization Server
FHVTELE @) embedded date

Sensor Data Aggregation

Process Data Transfer
@ embedded data

00000000000300000
Q0000000000000 O0O0O

IR R IR R R IR

Process Data Visualization

© 2022 PHYTEC Messtechnik GmbH | phytec.de 05.06.2023
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loT Device Suite
the All-in-one Solution

Host Services

[ o]
@ Server
[ o]

AWS loT Core

> Device Identification

loT

Device Suite

EMBEDDED SECURITY
AWS VM for
AWS loT Core hawkBit Instance
> Device Twin Storage > Rollout Management

> Update Image Storage

osb

connagtive

SSH Remote Connection

> Device Configuration
> Device Diagnostics
> Device Trouble Shooting

O-r S \:\ )&

Data Path
Access Health Software Maintenance
Management Monitoring Updates
Application Layer Certificates / KeyPair hawkBit Updater RAUC hawkBit Updater SSH Remote Client
Middleware PKCS#11 for TPM Chip Access RAUC Installer Installed Tools
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Update and Device Management Kit

ol

Purchase PHYTEC in our Online Shop Device Suite

PHNEG

Update + Device Management

EMBEDDED SECURITY

................
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phyKNOX® Embedded Security in an unsecure world [ : J

Agenda

Phytec’'s SECURIphy-Distro

What else ?

SLCM - Software Lifecycle Management

Provisoning
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, L o  ®a
PHYTEC's provisioning services in Mainz-Germany

Keeping your secret at PHYTEC's secure production facilitys

What is provisioning?
- Activation of secure features on embedded device

« Injection of key's and certificates (for example for
authentication of edge device to Update Server)

Why provisioning?

Keys and certificates need to be injected in a secure
environment, since this process is the only situation
where secrets are exposed.
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PHYTEC's provisioning services in Mainz-Germany

Device Initialisation Key Provisioning and Device registration

1. Secure Boot Activation 1. Digital Key Creation in the Secure Key Storage ’
(TPM, TEE, NXP SE050, ... P

2. Secure Key Storage Initialisation

(TPM, SE050) 2. Client Certificate Creation with customer —

intermediate certificate authority R

3. Filesystem / Directory Encryption (HSM, NitroKey, SmartCard, ..)

4. Feature Deactivation 3. Device registration to cloud / service provider

(JTAG, Boot Fuses, ..)

v" Secure environment
v' PHYTEC production facility

. . * * *
v' Mainz, Germany, European Union :*

A
N A
S
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 ®a
phyKNOX® Embedded Security in an unsecure world

Agenda

Phytec’'s SECURIphy-Distro

What else ?

SLCM - Software Lifecycle Management

phyKNOX-Security Offerings

© 2022 PHYTEC Messtechnik GmbH | phytec.de 05.06.2023 | Seite 46



@ﬁ : g E@ We embed your ideas.

phyKNOX-Security Packages

7>  SECURITY Basic Advanced Maintained Individually
PACKAGES PRE-Configured FULLY-configured FULLY-CYCLIC audited Adaptable to your product
a
For free Ready to use secure Security for the entired lifecycle
Cad ~
t ‘v Software Lifecycle Management ﬁ ‘ CYCLIC Maintenance Selectable
- -
and Enpo:luu (CVE) Correction @ CYGLIC Review Selectable
a8 I c":h'“%"’""'m Boot 8 I Onboarded Device - I Onboarded Device Selectable with / without
Secure management e . i Cloud hosted by
OF update your loT devices ﬁ" Update Basic %‘ Update-Advanced 0SB connagtive GmbH el
SECURIphy-Basic SECURIphy-Advanced SECURIphy-Maintained )

é‘) SECURIphy-Distro éﬂ All Linux security tools Eéo With professional &O audited security '(‘e"'el S‘jE'E‘:tale‘E;ﬁsli‘:hS'f‘ dard)
. - ready for configuration support S for the future according to standar
;’. Consulting / Support 1 hour FOR FREE ®© Cost per hour @ Cost per hour @© Cost per hour

Pricing Example for Maintained offer ( 500 Units Per Year )
. ~9k € one Time Setup Cost

e ~30k € Yearly Maintenance Cost

*  + Customer specific addaptations
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Global Contact

Europe and North America

PHYTEC Headquarters PHYTEC France SARL PHYTEC America LLC
PHYTEC Messtechnik GmbH 17, place Saint Etienne 203 Parfitt Way SW
Barcelona-Allee 1 F-72140 Sillé-le-Guillaume Bainbridge Island, WA 98110
55129 Mainz, Germany T:+33(0)2 43292233 T:+1206.780.9047
T: +49 (0)6131 9221 32 F:+33(0)2 432922 34 F:+1206.780.9135
Email: info@phytec.de Email: info@phytec.fr Email: sales@phytec.com
phytec.de phytec.fr phytec.com
Asia

PHYTEC Embedded Pvt. Ltd. PHYTEC China

No. 1688, 25th Cross, 27th Main, 2106A, Block A, Tianxia Jinniu

2nd Sector, Opp. PEP School V2, Square, Taoyuan Road, Nanshan

HSR Layout, Bangalore-560102 District, Shenzhen 518026

India China

T: +91-80-40867046/49 T: +86-755-6180-2110

Email: info@phytec.in Email: dwang@phytec.com

phytec.in phytec.cn
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