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phyKNOX®

Embedded Security in an unsecure world
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phyKNOX® Embedded Security in an unsecure world

Agenda

• Introduction

• Regulations

• Linux BSP Startegies

• PhyLINE BSP’s

• Phytec’s SECURIphy-Distro

• What else ?

• SLCM - Software Lifecycle Management 

• CVE - Common Security Vulnerabilities and Exposures Analysis

• Update and Device Management 

• Provisoning

• phyKNOX-Security Offerings
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We are specialized in:

• Consulting, Workshops, Legal aspect  

• BSP features in our standard BSP and customized solutions

• Secure initialization (provisioning) – security for your product 
in a trusted environment

• Software Lifecycle Management

What are the benefits?

 Know-how protection 
(application, algorithms, hardware circuitry, licenses)

 Legal compliance

 Protection against misuse of your devices (e.g. in the cloud)

 Device Networking

 Secure data acquisition and transmission

Embedded Security

© 2022 PHYTEC Messtechnik GmbH  |  phytec.de 
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phyKNOX® Embedded Security in an unsecure world

Agenda

•

• Regulations

•

•

•

•

•

•

•

•
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Goal:
• Increas resilience to cyber attacks of digital devices and online services
• EU-wide uniform cyber security certifications for online services and digital 

devices

Scope:
• Voluntarily
• Required in certain areas defined as Critical Infrastructure

• Medicine
• Government
• Energy
• Internet and Telecommunication Infrastructures
• Finance and Insurance
• Transport and Trafic
• Media and Culture
• Water and Food

• Standards guide certification for companies, products and services e.g. IEC 
62443 (industry standard)

EU Cybersecurity Act (EU) 2019/881 active since 27.06.2019

https://eur-lex.europa.eu/legal-content/DE/TXT/?uri=CELEX:32019R0881
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Classifications:

Low
• Review of technical documentation
• Self-assessment and self-declaration based on the principle of CE certifications

middle
• Test for known security vulnerabilities
• Ensure required safety functions work correctly

high = medium +
• State-of-the-art security features required
• Proof of resilience against competent attackers using penetration tests
• Accredited certification (bodies accredited by the

Federal Office for Security in Information Technology  (Tüv Süd / Nord)

EU Cybersecurity Act (EU) 2019/881 active since 27.06.2019

https://eur-lex.europa.eu/legal-content/DE/TXT/?uri=CELEX:32019R0881
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Goal:
• Security-by-design as a  standard

• For all software and hardware products
• In consumers and in the B2B area 
• That can be connected to each other or to the Internet
• Produced in or Imported in to the EU

Required Actions:
• Manufacturer guarantee: that products do not contain any known vulnerabilities

• Provision of security updates for at least 5 years ("update obligation")
• IT security assessments for every phase of production
• Security-by-Default: Secure basic setting of the product
• Logging security-critical events in the device
• Reporting and information on security vulnerabilities and incidents
• Maintenance of “Software Bill of Materials“ (SBOM)
• Continuous patch management 
• ……

Confirmation by the manufacturer with CE like marking on the product

phyKNOX® Embedded Security

EU Cyber Resilience Act (CRA)           currently in development ( latest Release 15.09.2022 )
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Timeline:
• Trilogue negotiations starting mid-2023
• Approval by parliament at the end of 2023 / beginning of 2024
• 12 months after enactment: 

• Reporting obligation for actively exploited vulnerabilities and security 
incidents 

• 24 months after enactment:
• Entire regulation goes into effect

phyKNOX® Embedded Security

EU Cyber Resilience Act (CRA)           currently in development ( latest Release 15.09.2022 )
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phyKNOX® Embedded Security in an unsecure world
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• PhyLINE BSP’s

•

•

•

•

•

•

•



We embed your ideas.

05.06.2023 |            Seite 10

Linux BSP Startegie
How to ensure for the OS to be secure ?

•Regular updates are needed as well, to ensure security holes are being 
fixed as they appear.

•Example:

“The Mirai botnet attack that enslaved poorly secured connected 
embedded devices is yet another tangible example of the importance of 
implementing security before bringing your embedded devices online. (A 
more recent strain of Mirai caused network outages to about a million 
Deutsche Telekom customers due to poorly secured routers). A secure and 
robust deployment approach for software updates to your connected 
device fleet is clearly one of a myriad security considerations that have to 
be taken into account before you go into production.”

•Fixes need to be quick, since once a hole is found everyone can take 
advantage of it. 
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Linux BSP Startegie
Why Mainline helps keep a Linux system secure

•Why Mainline Helps ?

– Generally Speaking: Sticking with up to date Kernels reduces the overall risk

– Security holes are being fixed quickly

•Tools are being developed to improve Linux Security 

– Kernel Self Protection Project (KSPP) 

Adding multiple Security Layers to Kernel e.g. address memory corruption risks

–SELinux/AppArmor/Landlock

Access control policies for running processes

–Netfilter 

Firewall

–TCG

API support for security hardware 

–Umbrella

Restrictions of resources and access to network interfaces 

Restrictions on process creation and signaling 
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•Stay close to Mainline 

–If your BSP is close to Mainline, chances are high that fixes are available

quickly

–There is no need to port fixes into you proprietary version of Linux

•Stay in Sync with the “Mainline Filesystem”

–Having a recent Kernel will enable most recent Linux File system Components

and App’s as well

• Stay up to date with your Kernel versions

–The smaller the jump is to the next Kernel Version containing a fix the less

time and effort you will spend moving to that new Kernel Version when you

need it

•Use an LTS Kernel

–Ensure that You base your BSP on an LTS Kernel and keep it up to date with

maintenance patches.

Linux BSP Startegie
How to be Quick about fixing an imminent risks
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Linux BSP Startegie
Software Longivity

•Industrial Customers require longterm support of their Product

–15 Year Lifetime is a usaual requirement

• How about Software Longevity ?

–We think bringing our products to mainline and providing regular BSP 
releases 

with most recent Kernels is most convincing answer to SW Longevity

•Our strategy therefore is: 

Stay as close as possible to Mainline.
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• Using Mainline as well as manufacturer BSPs as the base for our Board Support Packages. We always select the 

option that our customers will benefit the most from.

Linux BSP Startegie
How we stay close to Mainline
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We have identified two types of customer requirements, when it comes to keeping a 

Linux system up to date. These are usual dependent on the current product lifecycle 

status.

• Evaluation- to growth phase 

• Most recent OS version for newest features and innovative products.

• Innovative pressure sometimes leads to functionality's taken from the latest 

Linux Master branch for backports to productive LTS versions.

• Therefore: 

• Most recent Kernel and Yocto versions are needed. 

• Typically LTS versions, sometimes Master.

• From growth- to decline phase

• System maintenance is most the important task. 

• Security fixes have highest priority 

• While keeping Software maintenance costs as low as possible.

• Therefore:

• Long time maintained LTS Kernel and Yocto with security patches are 

preferred. 

• Major Updates to new Kernel and Yocto versions should be kept at a 

minimum.

phyLINE-BSP’s
Release strategies of phytec Standard BSP’s
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Products for customer evaluation to growth phase

• 1 release every Year

• Yearly alternation between Yocto LTS and Yocto non 

LTS

• Always newest available LTS Kernel

phyLINE-BSP’s
Release strategies – Typical Release Roadmap examples

Products for customer growth to decline phase

• 1 release every 2 Year’s

• Only Yocto LTS 

• Always newest available LTS Kernel
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phyKNOX® Embedded Security in an unsecure world
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Phytec's Secure Linux Distribution

• pre-adapted hardware specific Board Support Packages
(phyBSPs) for our SOMs and SBCs save time and costs

• Concentrate on your application development and leave the 
BSP maintenance to us

• For final configuration prepared security features:

• Public Key Infrastructure

• Secure Boot

• Secure Storage

• Network and Intrusion

• Protection

• Access privileges

• Hardening

SECURIphy-Distro

© 2022 PHYTEC Messtechnik GmbH  |  phytec.de 

Customer

SECURIphy-Distro

Hardware

Board Support & Drivers

Operating System

Middleware

Applications

User Interface Services

Security Features
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phyKNOX® Embedded Security in an unsecure world
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Maintained Security

© 2022 PHYTEC Messtechnik GmbH  |  phytec.de 

„Ok, so your system is secure NOW.
But will it be secure TOMORROW?“

To ensure long-term security and to fix 
upcoming vulnerabilities you also need:

• Maintained BSP

• CVE Monitoring

• Possibility to upload Updates

• Provisioning
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Continuous Integration & Continuous Delivery

© 2022 PHYTEC Messtechnik GmbH  |  phytec.de 

Automate your software development workflows and deploy better 
quality code, more often. Using a continuous and iterative process 
to build, test, and deploy helps avoid bugs and code failures.

• Find & Fix Bugs

• Add New Features

• Fix Voulnourabilitys
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phyKNOX® Embedded Security in an unsecure world
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Software Lifecycle Management (SLCM)

© 2022 PHYTEC Messtechnik GmbH  |  phytec.de

Your Customer Specific phyLINE BSP

Benefits:

 Long-term maintenance of customer-specific BSPs

 Numerous tests of the latest patches and updates on customer hardware 

 A software update that can be rolled out is always at hand

 Defined and tested functional scope of customer BSPs

 In accordance with PHYTEC's general standard product BSP development  

 Supported by PHYTEC's Update and Device Management infrastructure

 Ongoing traceability of the changes made during maintenance 

What is it?

It is a phyLINE BSP exactly for your hardware.

It offers continuous updates (Nightly Builds)

What does it cost?

• One customer hardware – 18000 € per year

• Each additional customer application with the 
same processor platform – 9000 € per year

• Setup costs (one time) – 4000 € per hardware
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Always on top, with our
Software Lifecycle Management

• Long-term maintenance of customer-specific BSPs

• Newest Linux features

• Reduce workload

• Stable system

• Latest security patches
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 Mainline based

 Up to Date Releases (Kernel/Yocto)

 Always Maintained LTS (Nightly Builds)

 Mainline Master 

 Automated Test results (Public)

Benefits:

Software Lifecycle Management (SLCM)
Your Customer Specific phyLINE BSP
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• Take the technological lead
• Use the newest features within our up to date Linux LTS releases 

when you start your development.

• Evaluate cutting edge features with our Linux Master releases to 

create innovative applications.

• Keep your system secure
• Maintain the Security of your system with our nightly LTS updates.

• Fix vulnerabilities and bugs relevant for your application right when 

they arise.

• Make updating your system safe and easy
• Use our publicly available BSP test results to ensure that our releases 

and nightly builds meet the requirements of your application.

• Use those test results to ensure, that no relevant features are lost, 

when you update your system with our the most recent LTS states.

• Functionality of memory's, internal processor features, hardware 

interfaces and selected middleware components are thoroughly 

tested.

phyLINE-BSP’s with SLCM - Customer Benefits through phyLINE –BSP`s
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phyKNOX® Embedded Security in an unsecure world
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CVE - Common Security Vulnerabilities and Exposures Analysis

© 2022 PHYTEC Messtechnik GmbH  |  phytec.de

Benefits:

 Fast reaction to threats

 More assurance

 Safes you: Time, Money and Headaches

What is it?

It is a scan of the Linux OS to know the Common 
Security Vulnerabilities and Exposures (CVE).
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https://nvd.nist.gov/vuln/search

PHYTEC’s CVE Service includes:

 Regular scan reports of your BSP

 Filtered to only affected CVEs

 Recommendations for action

 Provision of patches

 For Bootloader, Kernel and Middleware.

 CVE Report and REST-API access

 with SLCM direct application of available patches

CVE - Common Security Vulnerabilities

https://nvd.nist.gov/vuln/search
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CVE - Common Security Vulnerabilities and Exposures Analysis

© 2022 PHYTEC Messtechnik GmbH  |  phytec.de
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phyKNOX® Embedded Security in an unsecure world
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• Update and Device Management 
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Why Update?
• Security 

• Bux-Fixes

• New Funktions

Update & Device Management –What is Rauc
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Rauc
• Client for updating system software

• Service running on embedded device (PHYTEC SOM) 

• Manages the update process on the embedded device

• Fail-Safe-Update A/B-Update-Mechanism

• Receives Update-Bundles through (Ethernet, WiFi, USB, SD…) 

• Is part of PHYTEC Linux-Distribution 

• Developed by Pengutronix

Update & Device Management –What is Rauc
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Hawkbit
• Server for updating remote devices

• Running on Server, local PC or as a 
Cloud-Service

• Manages and monitors update bundles 
for many devices

• Shows the status of the update process 

Update & Device Management –What is Hawkbit
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• The system is divided up in 2 independent partitions

• Always the partition that is not used by the running system is updated

• After the update of the partition is completed, the system is rebooted and 
boots from updated partition.

• In case the boot of the updated partition fails, the system marks the partition 
as failed and reboots from the old partition.

• The system is still active and the problem can be resolved remotely.

Before After

Update

Update & Device Management – Fail Safe A/B Update
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Hawkbit Server Device

• Device connect via TLS-Authentification (Certificates required)

• Server sends Update Images ( Bundles)

• Update Bundles must be signed, Rauc verifies bundles using locally stored keys.

• Rauc sends status information back

Authentification

Update Image

Status

Update & Device Management – Communication between Client and Server
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User Interface Update-Server Device Network

• Many devices, that run Rauc, are connected to the Hawkbit server

• The user connects via web browser and manages the updates

Update & Device Management – Typical Infrastructure
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• Our preconfigured Update-Server including Quickstart instructions, for produtive use.

• Easy setup of the Update server, either localy or as Clod-Service-Host (e.g. Microsoft 
Azure)

• Integrated Update-Client in PHYTEC-BSPs (testet!)

• Workshops and personalized consulting for Idividualy designed sevice management 
Infrastructure

• Provisioning of keys and certificates for devices delivered by Phytec

Update & Device Management – Our Offerings
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Features

• Scalable fleet management capability's 
• From 1 device to 100 thousands

• Mass batch operations to logical device groups

• Mass device statistic capability's 

• Software Updates (over the air)
• Operating System and / or Application 

• A/ B fault safe update fallback system

• Rollout Server and signing service 

• Remote & File Access and Debugging
• SSH , VPN tunnel, TeamViewer Remote access

• One time access maintenance password mechanisms

• Health monitoring and event notification

• Onboarding of forign systems 
• Share data with or integrate external Services (e.g. Cloud Services, 

ERP’s….)

• OSB DM Suite acts as central point of trust to introduce devices to 
external services

• Pre-provisoned Key‘s on Phytec Hardware 
• Fully integrated into Phytec’s Linux phyLINE distribution

• Hardware can be delivered with customer specific pre-provisioning

• Hosted by OSB on worldwide available AWS Cloud network

Connagtive IoT Device Suite – Features
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Comparison – DIY vs. All-in-one

© 2022 PHYTEC Messtechnik GmbH  |  phytec.de
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IoT Device Suite 
the All-in-one Solution

© 2022 PHYTEC Messtechnik GmbH  |  phytec.de
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Update and Device Management Kit

© 2022 PHYTEC Messtechnik GmbH  |  phytec.de 

Purchase PHYTEC in our Online Shop
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phyKNOX® Embedded Security in an unsecure world

Agenda

•

•

•

•

•

• What else ?

•

•

•

• Provisoning

•



We embed your ideas.

05.06.2023 |            Seite 44

Keeping your secret at PHYTEC’s secure production facilitys

© 2022 PHYTEC Messtechnik GmbH  |  phytec.de

PHYTEC’s provisioning services in Mainz-Germany

What is provisioning?

• Activation of secure features on embedded device

• Injection of key’s and certificates (for example for 
authentication of edge device to Update Server)

Why provisioning?

Keys and certificates need to be injected in a secure 
environment, since this process is the only situation 
where secrets are exposed. 
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Key Provisioning and Device registration

1. Digital Key Creation in the Secure Key Storage
(TPM, TEE, NXP SE050, …)

2. Client Certificate Creation with customer 
intermediate certificate authority
(HSM, NitroKey, SmartCard, ..)

3. Device registration to cloud / service provider

Device Initialisation

1. Secure Boot Activation

2. Secure Key Storage Initialisation
(TPM, SE050)

3. Filesystem / Directory Encryption

4. Feature Deactivation
(JTAG, Boot Fuses, ..)

phyKNOX® Embedded Security

 Secure environment
 PHYTEC production facility
 Mainz, Germany, European Union

PHYTEC’s provisioning services in Mainz-Germany
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phyKNOX® Embedded Security in an unsecure world
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phyKNOX-Security Packages

Pricing Example for Maintained offer ( 500 Units Per Year )

• ~9k € one Time Setup Cost

• ~30k € Yearly Maintenance Cost

• + Customer specific addaptations
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PHYTEC China

2106A, Block A, Tianxia Jinniu 

Square, Taoyuan Road, Nanshan 

District, Shenzhen 518026

China

T: +86-755-6180-2110

Email: dwang@phytec.com

phytec.cn

PHYTEC Embedded Pvt. Ltd.

No. 1688, 25th Cross, 27th Main,

2nd Sector, Opp. PEP School V2,

HSR Layout, Bangalore-560102

India

T: +91-80-40867046/49

Email: info@phytec.in

phytec.in

Asia

PHYTEC America LLC

203 Parfitt Way SW
Bainbridge Island, WA 98110
T: +1 206.780.9047

F: +1 206.780.9135

Email: sales@phytec.com

phytec.com

PHYTEC France SARL

17, place Saint Etienne

F-72140 Sillé-le-Guillaume

T: +33 (0)2 43 29 22 33

F: +33 (0)2 43 29 22 34

Email: info@phytec.fr

phytec.fr

Europe and North America

PHYTEC Headquarters

PHYTEC Messtechnik GmbH 

Barcelona-Allee 1

55129 Mainz, Germany

T: +49 (0)6131 9221 32 

Email: info@phytec.de

phytec.de

Global Contact
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